LEGISYM

Express222™

Controlled Substance Ordering System

Exporting Digital Certificates

This Quick Reference shows you the steps involved in exporting your digital
certificate from your internet browser.

TRA-V3.0 [ 11.18.20 Copyright © 2020 by Legisym, LLC. All rights reserved. CONFIDENTIAL & PROPRIETARY

7363 West Adams Avenue, Suite 101, Temple, TX 76502 | www.Legisym.com | 254.933.4452 Page 10of 6




LEGISYM

In order to use Express222™’s Remote Certificate Store (RCS), you will need a backup copy of your CSOS digital signing certificate.
CSOS certificate files would be saved as either a .p12 or .pfx file type. If the certificate was downloaded from the DEA in Firefox,
it would have initially been saved directly to your Downloads folder as a .p12 file. If it was downloaded via Internet Explorer, you
will first need to create a backup copy by following the export steps below.

The following outlines the steps to export your certificate from Internet Explorer.

Steps for Exporting from Internet Explorer

1. With Internet Explorer open, click Settings (the gear icon in the upper right of the bowser) then click Internet options.

Print 3
File 3
Zoom (100%%) 3
Safety 3

Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options H

About Internet Explorer

2. Select the Content Tab.

General Security | Privacy | Content | Connections | Programs | Advanced

Home page

/‘ To create home page fabs, type each address on its own line.

Use current Use default

Startup
() Start with tabs from the |ast session

(®) Start with home page
Tabs

Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web

form information.

[]Delete browsing history on exit

Delete...

Appearance

Colors Languages Fonts

Use new tab

Tabs

Settings

Accessibility
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3. Click on Certificates.

General | Security | Privacy | Content | Connections | Programs | Advanced
Family Safety
i Control the Internet content that can 'E‘_;'Family Safety
A%,  be viewed.
Certificates
Use certificates for encrypted connections and identification.
Clear SSL state Certificates Publishers
AutoComplete
= AutoComplete stores previpus entries Settings
;2 on webpages and suggesty matches
for you.
Feeds and Web Slices
Feeds and Web Slices provide updated Settings
B content from websites that can be
read in Internet Explorer and other
programs.
CK Cancel Apply

4. Select your DEA digital certificate and click Export.
NOTE: Your certificate should not be expired and will usually be issued by CSOS CA.

Intended purpose: <All= v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * |

Issued To Issued By Expiratio...  Friendly Name

B4 ValidCAsha2AIA SC... CS05 Pilot SubCA 2010 3/9/2016 =None >

Import... Export... Remaove Advanced
Certificate intended 0ses
<All=
View

Close
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5. When the Certificate Export Wizard opens, click the Next button.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Mext,

6. Select Yes, export the private key and click the Next button.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®)Yes, export the private key:

() No, do not export the private key

TRA-V3.0 [ 11.18.20 Copyright © 2020 by Legisym, LLC. All rights reserved. CONFIDENTIAL & PROPRIETARY

7363 West Adams Avenue, Suite 101, Temple, TX 76502 | www.Legisym.com | 254.933.4452 Page 4 of 6




LEGISYM

7.

8. Create a password to protect the backup copy of your certificate and click the Next button.
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Choose Personal Information Exchange - PKCS #12 (.PFX) and select both of the below options:

Include all certificates in the certification path if possible
Export all extended properties

Click the Next button.

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

El

(@) Personal Information Exchange - PKCS #12 (\PFX)
I Include all certificates in the certification path if possible

[ Delete the private key if the export is successful

I Export all extended properties

Microsoft Serialized Certificat

Note: This password will be required when uploading the certificate to RCS.

Security

To maintain security, you must protect the private key to a security prindpal or by
using & password.

Groun or r names (Ferammen
laroup or user names {rec e

Password:

sssnsens (_
<

Confirm password:
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9. Create a name for the certificate (something easily recognizable like ‘CSOS Signing Certificate’), then click the Browse

button and choose the Desktop to save the file in an easily accessible location.

Click the Next button.

File to Export
Specify the name of the file you want to export

Eile name;

C\Users\Lambert\Desktop\CS0SsigningCertificate pfx

H MNext . Cancel

10. If you receive a pop up for private key, enter your private key password (the CSOS signing password you created
when the certificate was originally downloaded) and click the OK button.

An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

[ ] Remember password

Cancel Details. ..

The backup copy of your certificate is now saved to your desktop.
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